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Reliability Standard Audit Worksheet[footnoteRef:1] [1:  NERC developed this Reliability Standard Audit Worksheet (RSAW) language in order to facilitate NERC’s and the Regional Entities’ assessment of a registered entity’s compliance with this Reliability Standard.  The NERC RSAW language is written to specific versions of each NERC Reliability Standard.  Entities using this RSAW should choose the version of the RSAW applicable to the Reliability Standard being assessed.  While the information included in this RSAW provides some of the methodology that NERC has elected to use to assess compliance with the requirements of the Reliability Standard, this document should not be treated as a substitute for the Reliability Standard or viewed as additional Reliability Standard requirements.  In all cases, the Regional Entity should rely on the language contained in the Reliability Standard itself, and not on the language contained in this RSAW, to determine compliance with the Reliability Standard.  NERC’s Reliability Standards can be found on NERC’s website at http://www.nerc.com/page.php?cid=2|20.   Additionally, NERC Reliability Standards are updated frequently, and this RSAW may not necessarily be updated with the same frequency.  Therefore, it is imperative that entities treat this RSAW as a reference document only, and not as a substitute or replacement for the Reliability Standard.  It is the responsibility of the registered entity to verify its compliance with the latest approved version of the Reliability Standards, by the applicable governmental authority, relevant to its registration status.

The NERC RSAW language contained within this document provides a non‑exclusive list, for informational purposes only, of examples of the types of evidence a registered entity may produce or may be asked to produce to demonstrate compliance with the Reliability Standard.  A registered entity’s adherence to the examples contained within this RSAW does not necessarily constitute compliance with the applicable Reliability Standard, and NERC and the Regional Entity using this RSAW reserves the right to request additional evidence from the registered entity that is not included in this RSAW.  Additionally, this RSAW includes excerpts from FERC Orders and other regulatory references.  The FERC Order cites are provided for ease of reference only, and this document does not necessarily include all applicable Order provisions.  In the event of a discrepancy between FERC Orders, and the language included in this document, FERC Orders shall prevail.   
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CIP-001-2a  Sabotage Reporting

This section must be completed by the Compliance Enforcement Authority.    

Registered Entity: 
NCR Number: 
Applicable Function(s): BA, GOP, LSE, RC, TOP, ERCOT TO. ERCOT GO
				Compliance Assessment Date:
Compliance Monitoring Method: 
Names of Auditors:	







[bookmark: _Toc330463552]Subject Matter Experts
Identify subject matter expert(s) responsible for this Reliability Standard.  Insert additional lines if necessary.  

Registered Entity Response (Required): 
	SME Name
	Title
	Organization
	Requirement(s)

	
	
	
	





[bookmark: _Toc330463553]R1 Supporting Evidence and Documentation

R1. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have procedures for the recognition of and for making their operating personnel aware of sabotage events on its facilities and multi-site sabotage affecting larger portions of the Interconnection. 
 
Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to CIP-001-2a R1
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	Procedures for recognition of sabotage events on its facilities 

	
	Procedures for recognition of sabotage events on multiple sites that would affect larger portions of the Interconnection. (Facilities not owned or operated by the entity) i.e. adjacent transmission owner.

	
	Procedures contain steps for making their operating personnel (includes field personnel) aware of sabotage events on both its facilities and on multiple sites that would affect larger portions of the Interconnection.


	Note to auditor:  “facilities” do not have to meet the BES definition. 



Auditor  Notes: 
	[bookmark: OLE_LINK3][bookmark: OLE_LINK4]
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R2. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have procedures for the communication of information concerning sabotage events to appropriate parties in the Interconnection. 

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to CIP-001-2a R 2
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	Procedures for the communication of information concerning sabotage to the appropriate parties in the Interconnection.

	
	Review the procedure for a list of the appropriate parties of the interconnection with the contact information.

	Note to auditor:  “appropriate parties in the Interconnection” refer collectively to entities with whom the reporting entity has responsibilities and/or obligations for the communication of physical or cyber security event information. See Appendix 1 FERC interpretation of “appropriate parties”




Auditor  Notes: 
	






R3 Supporting Evidence and Documentation

R3   Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, (Transmission Owner and Generation Owner in ERCOT) and Load Serving Entity shall provide its operating personnel with sabotage response guidelines, including personnel to contact, for reporting disturbances due to sabotage events.
 

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to CIP-001-2a R3
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	Sabotage response procedure or guidelines have been provided to the operating personnel (including field personnel) 

	
	Guidelines could be provided during safety meeting, training sessions, by email, posted online, or any other method the entity used to provide sabotage guidelines. List of operating personnel and titles.

	
	Sabotage response guidelines include personnel to contact for reporting disturbances due to sabotage events.

	
	Example could include a contact list to include company, title and updated phone list for reporting disturbances due to sabotage events

	Note to auditor:  Confirm the guidelines are available in the operations control room either hard or electronic copy.
Utilize operator interview to determine knowledge of sabotage response reporting.



Auditor  Notes: 
	





R4 Supporting Evidence and Documentation

R4. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall establish communications contacts, as applicable, with local Federal Bureau of Investigation (FBI) or Royal Canadian Mounted Police (RCMP) officials and develop reporting procedures as appropriate to their circumstances. 

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to CIP-001-2a R4
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	Procedure for reporting sabotage to the FBI and/or RCMP or other Provincial Authorities as appropriate or required by Canadian Provincial Law.

	
	FBI, RCMP, or other Provincial Authorities current contact phone numbers of the local office

	
	Evidence of correct and working contact information can include screen shots of FBI/RCMP/ Provincial Authorities websites.

	Note to auditor:  Sabotage reporting procedures do not require direct contact of the FBI/RCMP or other Provincial Authorities by the entity. In some cases contact is made by local law enforcement personnel.
Evidence of two-way  communication with the FBI, RCMP or Provincial  officials is not required. See Audit Guidance Bulletin #2008-001 NERC Guidance on Acceptable Evidence to Demonstrate 
Compliance with CIP-001-1 R4 Dated May 29, 2008





Auditor  Notes: 
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This section must be completed by the Compliance Enforcement Authority

	Req.
	NF
	PV
	OEA
	NA
	Statement

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
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Additional Information:

[bookmark: _Toc330463565]Reliability Standard 

A. Introduction 

1. 		Title: Sabotage Reporting 

2. Number: CIP-001-2a 

3. Purpose: Disturbances or unusual occurrences, suspected or determined to be caused by sabotage, shall be reported to the appropriate systems, governmental agencies, and regulatory bodies. 

4. Applicability 
4.1. Reliability Coordinators. 

4.2. Balancing Authorities. 

4.3. Transmission Operators. 

4.4. Generator Operators. 

4.5. Load Serving Entities. 

4.6. Transmission Owners (only in ERCOT Region). 

4.7. Generator Owners (only in ERCOT Region). 


5. Effective Date: ERCOT Regional Variance will be effective the first day of the first calendar quarter after applicable regulatory approval. 

B. Requirements 

R1. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have procedures for the recognition of and for making their operating personnel aware of sabotage events on its facilities and multi-site sabotage affecting larger portions of the Interconnection. 

R2. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have procedures for the communication of information concerning sabotage events to appropriate parties in the Interconnection. 

R3. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall provide its operating personnel with sabotage response guidelines, including personnel to contact, for reporting disturbances due to sabotage events. 

R4. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall establish communications contacts, as applicable, with local Federal Bureau of Investigation (FBI) or Royal Canadian Mounted Police (RCMP) officials and develop reporting procedures as appropriate to their circumstances. 



C. Measures 

M1. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have and provide upon request a procedure (either electronic or hard copy) as defined in Requirement 1 

M2. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have and provide upon request the procedures or guidelines that will be used to confirm that it meets Requirements 2 and 3. 

M3. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have and provide upon request evidence that could include, but is not limited to procedures, policies, a letter of understanding, communication records, or other equivalent evidence that will be used to confirm that it has established communications contacts with the applicable, local FBI or RCMP officials to communicate sabotage events (Requirement 4). 

D. Compliance 

1. Compliance Monitoring Process 

1.1. Compliance Monitoring Responsibility 

Regional Reliability Organizations shall be responsible for compliance monitoring. 

1.2. Compliance Monitoring and Reset Time Frame 

One or more of the following methods will be used to verify compliance: 

- Self-certification (Conducted annually with submission according to schedule.) 

- Spot Check Audits (Conducted anytime with up to 30 days notice given to prepare.) 

- Periodic Audit (Conducted once every three years according to schedule.) 

- Triggered Investigations (Notification of an investigation must be made within 60 days of an event or complaint of noncompliance. The entity will have up to 30 days to prepare for the investigation. An entity may request an extension of the preparation period and the extension will be considered by the Compliance Monitor on a case-by-case basis.) 

The Performance-Reset Period shall be 12 months from the last finding of non-compliance. 

1.3. Data Retention 

Each Reliability Coordinator, Transmission Operator, Generator Operator, Distribution Provider, and Load Serving Entity shall have current, in-force documents available as evidence of compliance as specified in each of the Measures. 
If an entity is found non-compliant the entity shall keep information related to the non-compliance until found compliant or for two years plus the current year, whichever is longer. 
Evidence used as part of a triggered investigation shall be retained by the entity being investigated for one year from the date that the investigation is closed, as determined by the Compliance Monitor, 
The Compliance Monitor shall keep the last periodic audit report and all requested and submitted subsequent compliance records. 

1.4. Additional Compliance Information 

None. 

2. Levels of Non-Compliance: 
2.1. Level 1: There shall be a separate Level 1 non-compliance, for every one of the following requirements that is in violation: 

2.1.1 Does not have procedures for the recognition of and for making its operating personnel aware of sabotage events (R1). 

2.1.2 Does not have procedures or guidelines for the communication of information concerning sabotage events to appropriate parties in the Interconnection (R2). 

2.1.3 Has not established communications contacts, as specified in R4. 


2.2. Level 2: Not applicable. 

2.3. Level 3: Has not provided its operating personnel with sabotage response procedures or guidelines (R3). 

2.4. Level 4:.Not applicable. 


E. ERCOT Interconnection-wide Regional Variance 
Requirements 

EA.1. Each Reliability Coordinator, Balancing Authority, Transmission Owner, Transmission Operator, Generator Owner, Generator Operator, and Load Serving Entity shall have procedures for the recognition of and for making their operating personnel aware of sabotage events on its facilities and multi-site sabotage affecting larger portions of the Interconnection. 

EA.2. Each Reliability Coordinator, Balancing Authority, Transmission Owner, Transmission Operator, Generator Owner, Generator Operator, and Load Serving Entity shall have procedures for the communication of information concerning sabotage events to appropriate parties in the Interconnection. 

EA.3. Each Reliability Coordinator, Balancing Authority, Transmission Owner, Transmission Operator, Generator Owner, Generator Operator, and Load Serving Entity shall provide its operating personnel with sabotage response guidelines, including personnel to contact, for reporting disturbances due to sabotage events. 

EA.4. Each Reliability Coordinator, Balancing Authority, Transmission Owner, Transmission Operator, Generator Owner, Generator Operator, and Load Serving Entity shall establish communications contacts with local Federal Bureau of Investigation (FBI) officials and develop reporting procedures as appropriate to their circumstances. 

Measures 
M.A.1. Each Reliability Coordinator, Balancing Authority, Transmission Owner, Transmission Operator, Generator Owner, Generator Operator, and Load Serving Entity shall have and provide upon request a procedure (either electronic or hard copy) as defined in Requirement EA1. 
M.A.2. Each Reliability Coordinator, Balancing Authority, Transmission Owner, Transmission Operator, Generator Owner, Generator Operator, and Load Serving Entity shall have and provide upon request the procedures or guidelines that will be used to confirm that it meets Requirements EA2 and EA3. 
M.A.3. Each Reliability Coordinator, Balancing Authority, Transmission Owner, Transmission Operator, Generator Owner, Generator Operator, and Load Serving Entity shall have and provide upon request evidence that could include, but is not limited to, procedures, policies, a letter of understanding, communication records, or other equivalent evidence that will be used to confirm that it has established communications contacts with the local FBI officials to communicate sabotage events (Requirement EA4). 

Compliance 
1. Compliance Monitoring Process 
1.1. Compliance Enforcement Authority 
Regional Entity shall be responsible for compliance monitoring. 
1.2. Data Retention 
Each Reliability Coordinator, Balancing Authority, Transmission Owner, Transmission Operator, Generator Owner, Generator Operator, and Load Serving Entity shall have current, in-force documents available as evidence of compliance as specified in each of the Measures. 
If an entity is found non-compliant the entity shall keep information related to the non-compliance until found compliant or for two years plus the current year, whichever is longer. 
Evidence used as part of a triggered investigation shall be retained by the entity being investigated for one year from the date that the investigation is closed, as determined by the Compliance Monitor, 
The Compliance Monitor shall keep the last periodic audit report and all requested and submitted subsequent compliance records. 
















Appendix 1 
	Requirement Number and Text of Requirement 

	CIP-001-1: 
R2. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have procedures for the communication of information concerning sabotage events to appropriate parties in the Interconnection. 

	Question 

	Please clarify what is meant by the term, “appropriate parties.” Moreover, who within the Interconnection hierarchy deems parties to be appropriate? 

	Response 

	The drafting team interprets the phrase “appropriate parties in the Interconnection” to refer collectively to entities with whom the reporting party has responsibilities and/or obligations for the communication of physical or cyber security event information. For example, reporting responsibilities result from NERC standards IRO-001 Reliability Coordination — Responsibilities and Authorities, COM-002-2 Communication and Coordination, and TOP-001 Reliability Responsibilities and Authorities, among others. Obligations to report could also result from agreements, processes, or procedures with other parties, such as may be found in operating agreements and interconnection agreements. 
The drafting team asserts that those entities to which communicating sabotage events is appropriate would be identified by the reporting entity and documented within the procedure required in CIP-001-1 Requirement R2. 
Regarding “who within the Interconnection hierarchy deems parties to be appropriate,” the drafting team knows of no interconnection authority that has such a role. 




Regulatory Language 
Excerpts From FERC Orders -- For Reference Purposes Only
Updated Through October 5, 2011
CIP-001-2a

Order 693

	P 459.  … the Commission believes that there are specific reasons for applying this Reliability Standard to such entities, as discussed in the NOPR. … The Commission is concerned that, an adversary might determine that a small LSE is the appropriate target when the adversary aims at a particular population or facility. Or an adversary may target a small user, owner or operator because it may have similar equipment or protections as a larger facility, that is, the adversary may use an attack against a smaller facility as a training “exercise.” The knowledge of sabotage events that occur at any facility (including small facilities) may be helpful to those facilities that are traditionally considered to be the primary targets of adversaries as well as to all members of the electric sector, the law enforcement community and other critical infrastructures.

	P 460. For these reasons, the Commission remains concerned that a wider application of CIP-001-1 may be appropriate for Bulk-Power System reliability…. 

	P 463.  Requirement R1 of CIP-001-1 provides that an applicable entity must have procedures “for the recognition of and for making their operational personnel aware of sabotage events on its facilities and multi-site sabotage affecting larger portions of the Interconnection.” …

	P 464.  … the Commission believes that this Reliability Standard can and should be enhanced by specifying baseline requirements regarding what issues should be addressed in the procedures for recognizing sabotage events and making personnel aware of such events … As indicated in Measure M1, an applicable entity must have and maintain the procedure as defined by Requirement R1. Thus, if an applicable entity cannot provide the required procedure to the ERO or a Regional Entity auditor upon request, it would likely be subject to an enforcement action. While we expect that an applicable entity that has made a good faith effort to develop a meaningful procedure to comply with Requirement R1 (and Measure M1) would not be subject to an enforcement action, an ERO or Regional Entity audit team may provide steps to improve the individual entity’s procedure, which would serve as a baseline for that entity for any subsequent audit. Such an approach would be acceptable and allow for meaningful compliance in the interim until CIP-001-1 is modified pursuant to our directive.

	P 467.  CIP-001-1, Requirement R4, requires that each applicable entity establish communications contacts, as applicable, with the local FBI or Royal Canadian Mounted Police officials and develop reporting procedures as appropriate to its circumstances. … 

P 470. The Commission stated that the reporting of a sabotage event should occur within a fixed period of time, and referred to a Homeland Security procedure that references a 60-minute period for submitting a preliminary report and a follow-up report within four to six hours … The Commission believes that an applicable entity should report a sabotage event in a timely manner to allow government authorities and critical infrastructure members the opportunity to react in a meaningful manner to such information. … 

	P 471. As explained in the NOPR, while the Commission has identified concerns regarding CIP-001-1, we believe that the proposal serves an important purpose in ensuring that operating entities properly respond to sabotage events to minimize the adverse impact on the Bulk-Power System. Accordingly, the Commission approves Reliability Standard CIP-001-1 as mandatory and enforceable. … 


Order 706   

P 1.  Pursuant to section 215 of the Federal Power Act (FPA), the Commission approves eight Critical Infrastructure Protection (CIP) Reliability Standards submitted to the Commission for approval by the North American Electric Reliability Corporation (NERC).  The CIP Reliability Standards require certain users, owners, and operators of the Bulk-Power System to comply with specific requirements to safeguard critical cyber assets.  In addition, pursuant to section 215(d)(5) of the FPA, the Commission directs NERC to develop modifications to the CIP Reliability Standards to address specific concerns identified by the Commission.
P 13.  In the Final Rule, the Commission approves the eight CIP Reliability Standards, finding that they are just and reasonable, not unduly discriminatory or preferential and in the public interest.  Further, the Commission approves NERC’s implementation plan that sets milestones for responsible entities to achieve full compliance with the CIP Reliability Standards … .
P 24.  The Commission approves the eight CIP Reliability Standards pursuant to section 215(d) of the FPA, as discussed below.  In approving the CIP Reliability Standards, the Commission concludes that they are just, reasonable, not unduly discriminatory or preferential, and in the public interest.  These CIP Reliability Standards, together, provide baseline requirements for the protection of critical cyber assets that support the nation’s Bulk-Power System.  Thus, the CIP Reliability Standards serve an important reliability goal.  Further, as discussed below, the CIP Reliability Standards clearly identify the entities to which they apply, apply throughout the interconnected Bulk-Power System, and provide a reasonable timetable for implementation.
P 47.  The Commission adopts the CIP NOPR approach regarding NERC and Regional Entity compliance with the CIP Reliability Standards.  The Commission maintains its belief that NERC’s compliance is necessary in light of its interconnectivity with other entities that own and operate critical assets.  Further, we conclude that NERC’s Rules of Procedure, which state that the ERO will comply with each Reliability Standard that identifies the ERO as an applicable entity, provides an adequate means to assure that NERC is obligated to comply with the CIP Reliability Standards.  Likewise, the delegation agreements between NERC and each Regional Entity expressly state that the Regional Entity is committed to comply with approved Reliability Standards.  Based on these provisions, we find that the Commission has authority to oversee the compliance of NERC and the Regional Entities with the CIP Reliability Standards.  
P 48.  … we believe that NERC’s position as overseer of Bulk-Power System reliability provides a level of assurance that it will take compliance seriously.  Moreover, section 215(e)(5) of the FPA provides that the Commission may take such action as is necessary or appropriate against the ERO or a regional entity to ensure compliance with a Reliability Standard or Commission order.
P 49.  The Commission also adopts its CIP NOPR approach and concludes that reliance on the NERC registration process at this time is an appropriate means of identifying the entities that must comply with the CIP Reliability Standards.  We are concerned … that some small entities that are not identified in the NERC registry may become gateways for cyber attacks.  However, we are not prepared to adopt [the] … approach of requiring that any entity connected to the Bulk-Power System, regardless of size, must comply with the CIP Reliability Standards irrespective of the NERC registry.  We believe this approach is overly-expansive and may raise jurisdictional issues.  Rather, we rely on NERC and the Regional Entities to be vigilant in assuring that all appropriate entities are registered to ensure the security of the Bulk-Power System.
P 50.  … the NERC registry process is designed to identify and register entities for compliance with Reliability Standards, and not identify lists of assets.  In the CIP NOPR, the Commission explained that it would expect NERC to register the owner or operator of an important asset, such as a blackstart unit, even though the facility may be relatively small or connected at low voltage.  While the facility would not be registered or listed through the registration process, NERC’s or a Regional Entity’s awareness of the critical asset may reasonably result in the registration of the owner or operator of the facility.  
P 51.  Likewise, we believe that NERC should register demand side aggregators if the loss of their load shedding capability, for reasons such as a cyber incident, would affect the reliability or operability of the Bulk-Power System.  EEI and ISO/RTO Council concur that the need for the registration of demand side aggregators may arise, but state that it is not clear whether aggregators fit any of the current registration categories defined by NERC.  We agree with EEI and ISO/RTO Council that NERC should consider whether there is a current need to register demand side aggregators and, if so, to address any related issues and develop criteria for their registration.
P 52.  The Commission agrees with the many commenters that suggest that the responsibility of a third-party vendor for compliance with the CIP Reliability Standards is a matter that should be addressed in contracts between the registered entity that is responsible for mandatory compliance with the Standards and its vendor.  To the extent that the responsible entity makes a business decision to hire an outside contractor to perform services for it, the responsible entity remains responsible for compliance with the relevant Reliability Standards.  Thus, it is incumbent upon the responsible entity to assure that its third-party vendor acts in compliance with the CIP Reliability Standards.  We agree with ISO/RTO Council’s characterization of the matter:
. . . when an application is developed and maintained by an outsourced provider, that outsourced provider manages physical and cyber access to the environment on which the application runs and therefore must be contractually obligated to the Responsible Entity to comply with the Reliability Standards.
While such providers are not registered entities subject to the Reliability Standards, they must perform the services and operate the applications in a manner consistent with the Reliability Standards. . . the Responsible Entity should be charged with incorporating contractual terms and conditions into agreements with third-party service providers that obligate the providers to comply with the requirements of the Reliability Standards.  In that regard, if a Responsible Entity determines that it is necessary to outsource a service that is essential to the reliable operation of a Critical Asset, Critical Cyber Asset, or the bulk electric system, it is clear that the Responsible Entity must be held responsible and accountable for compliance with the Reliability Standards.
P 53.  Further, it is incumbent upon a responsible entity to conduct vigorous oversight of the activities and procedures followed by the vendors they employ.  Thus, we expect a responsible entity to address in its security policy under CIP-003-1 its policies regarding its oversight of third-party vendors.
P 86.  The Commission adopts its CIP NOPR proposal and approves NERC’s implementation plan and time frames for responsible entities to achieve auditable compliance.  Responsible entities require a reasonable period of time to purchase and install new cyber software and equipment and develop new programs and procedures to achieve compliance.  Commenters indicate that the implementation plan provides that reasonable period of time.  Further, we agree with commenters that there is an urgent need to move forward without any delays.  Accordingly, we approve NERC’s implementation plan.     
P 88.  The Commission believes that the modifications to the CIP Reliability Standards developed by the NERC Reliability Standards development process should not be audited prior to the conclusion of the approved implementation plan.  EEI and other commenters claim that commencing the development of such modifications prior to the conclusion of the implementation plan would be discouraging to industry.  The Commission, however, finds that it is unacceptable to delay the development of the modifications directed in this Final Rule until after the conclusion of the implementation plan.  Since it is uncertain how long it will take to develop revised CIP Reliability Standards, we believe it is not reasonable to wait until the 2009-2010 time period for the process to start.  Features such as enhanced conditions on technical feasibility exceptions and oversight of critical asset determinations are too important to the protection of the Bulk-Power System to wait that long.  
P 97.  Further, we adopt our CIP NOPR proposals that, while an entity should not be subject to a monetary penalty if it is unable to certify that it is on schedule, such an entity should explain to the ERO the reason it is unable to self-certify.  The ERO and the Regional Entities should then work with such an entity either informally or, if appropriate, by requiring a remedial plan to assist such an entity in achieving full compliance in a timely manner.  Further, we expect the ERO and the Regional Entities to provide informational guidance, upon request, to assist a responsible entity in assessing its progress in reaching “auditably compliant” status.  
P 99.  … we clarify that the goal of a Regional Entity working with a responsible entity that is unable to self-certify is to assist the entity in meeting the NERC time frames for auditable compliance, and not to accelerate compliance ahead of schedule.
P 105.  The Commission is persuaded by comments regarding the limited reach of readiness reviews and the questionable utility of such reviews prior to the date by which entities are to be compliant; thus, adding the CIP Reliability Standards to the readiness reviews at this time will delay industry’s compliance efforts.  Therefore, the Commission will not require that the CIP Reliability Standards be added to the readiness reviews at this time.
P 180.  We agree with NERC and other commenters on the underlying rationale for a technical feasibility exception, i.e., that there is long-life equipment in place that is not readily compatible with a modern environment where cyber security issues are an acknowledged concern.  While equipment replacement will often be appropriate to comply with the CIP Reliability Standards, such as in instances where equipment is near the end of its useful life or when alternative or supplemental security measures are not possible, we acknowledge that the possibility of being required to replace equipment before the end of its useful life is a valid concern.  
P 181.  … The justification presented for technical feasibility exceptions is rooted in the problem of long-life legacy equipment and the economic considerations involved in the replacement of such equipment before the end of its useful life. … The Commission neither assumes that technical infeasibility issues will be present only during the transition period, nor does it assume that on a going forward basis there will be only one single means to comply with the CIP Reliability Standards.  It does assume, however, that all responsible entities eventually will be able to achieve full compliance with the CIP Reliability Standards when the legacy equipment that creates the need for the exception is supplemented, upgraded or replaced. 
P 182.  The Commission agrees with various commenters that the implementation of the CIP Reliability Standards should not be permitted to have an adverse effect on reliability and that proper implementation requires that care be taken to avoid unintended consequences.  We thus believe it is important to clarify that the meaning of “technical feasibility” should not be limited simply to whether something is technically possible but also whether it is technically safe and operationally reasonable.  
P 186.  Based on the above considerations, the Commission adopts its proposal in the CIP NOPR that technical feasibility exceptions may be permitted if appropriate conditions are in place.  The term technical feasibility should be interpreted narrowly to not include considerations of business judgment, but we agree with commenters that it should include operational and safety considerations.  
P 192.  With some minor refinements discussed below, the Commission adopts the CIP NOPR proposal for a three step structure to require accountability when a responsible entity relies on technical feasibility as the basis for an exception. …  
P 193.  We also agree … that in some instances remediation can be required only to the extent possible.  For example, in some cases it may never be possible to enclose certain critical cyber assets within a six-sided physical boundary as required under CIP-006-1.  However, such cases need to be sufficiently justified, the mitigation strategies must be ongoing and effective, and the justification must be subject to periodic review.  We also are mindful that accelerated replacement of equipment can be economically wasteful where security is not otherwise compromised.  We thus agree … that where mitigation measures are as or more effective than compliance, and in the case of minor technical or administrative requirements, replacement of certain assets before the end of their useful lives can be wasteful and inefficient.  We also agree with SPP that remediation might not be necessary where compensating measures are equally effective in reducing risk.  However, such cases must be subject to clear criteria and periodic review and, where necessary, updates.  
P 194.  However, in adopting this approach, we do not intend to suggest that it would never be necessary to replace equipment before the end of its useful life to achieve cyber security goals.  Where equipment is near the end of its useful life or if insufficient mitigation measures are available, the equipment should be replaced.  However, such situations must be dealt with on a case-by-case basis.  We emphasize that responsible entities must protect assets that are critical to the reliable operation of the Bulk-Power System.  
P 209.  For the reasons discussed below, the Commission concludes that technical feasibility exceptions should be reported and justified and subject to approval by the ERO or the relevant Regional Entity.  The Commission thus adopts its CIP NOPR proposal that use and implementation of technical feasibility exceptions must be governed by a clear set of criteria.  However, because we are persuaded by the commenters, we have modified certain elements of our original proposal, as discussed below. 
P 211.  With regard to the senior management approval, we continue to believe that internal approval is an important component of an overall framework of accountability with regard to use of the technical feasibility exception.  Therefore, we adopt this aspect of our CIP NIPR proposal … . 
P 213.  The Commission agrees … that Regional Entities should, in the first instance, receive and catalogue notices of technical feasibility exceptions that are claimed.  Such notices must include estimates of the degree to which mitigation measures achieve the goals set by a CIP Reliability Standard and be in sufficient detail to allow verification of whether reliance on exceptions (or the associated mitigation measures) adequately maintains reliability and does not create reliability issues for neighboring systems.  Initial submission of notices should be provided by responsible entities at least by the “Compliant” stage of implementation in order to allow Regional Entities to plan for auditing exceptions, as described in more detail below.  
P 214.  The Commission also agrees … that actual evaluation and approval of technical feasibility exceptions should be performed in the first instance in the audit process.  This would allow assessment of exceptions within their specific context and thus facilitate greater understanding in evaluating individual exceptions, as well as related mitigation steps and remediation plans.  This also would increase the amount of sensitive information that remains on-site and reduces the risk of improper disclosure.  In addition, it will allow the ERO and Regional Entities, informed by the initial notices discussed above, to include personnel in audit teams with sufficient expertise to judge the need for a technical feasibility exception and the sufficiency of preferred mitigation measures.
P 215.  Given the significance of technical feasibility exceptions, the Commission believes that initial audits of technical feasibility exceptions should be expedited, i.e., performed earlier than otherwise, including moving the audit to an earlier year.  Also, in general, responsible entities claiming such exceptions should receive higher priority when determining which entities to audit, and the more exceptions an entity has, the higher the priority for audit should be.  Further, NERC may provide an appeals process for the review of technical feasibility exceptions, if it determines that this is appropriate.
P 216.  However, the Commission notes that the audit process is a Regional Entity and ERO process, and audit team findings regarding exceptions are subject to Regional Entity and ERO review.  The Commission believes that the audit report should form the basis for ERO or Regional Entity approval of individual exceptions.  Approval thus represents a determination on compliance with the applicable CIP Reliability Standards, and we disagree with the ISO/RTO Council that approval of technical feasibility exceptions raises any conflict of interest or due process concerns.  The proposed procedures raise no special issues in this respect.  
P 217.  We agree … that approvals and potential appeals should not be allowed to delay implementation, but we believe our revised proposal resolves this problem.  We also agree … that responsible entities should be able to rely on a technical feasibility exception prior to formal approval.  
P 219.  We agree with comments emphasizing the importance of protecting sensitive information relating to technical feasibility exceptions.  We agree … that CEII treatment should be available for any such information.  … we agree that a governmental entity subject to FOIA requirements should not be required to submit sensitive information about critical assets or critical cyber assets that could be deemed a waiver of FOIA protection that is otherwise available.  Nonetheless, a governmental entity’s decision to rely on a technical feasibility exception should also be subject to appropriate oversight and accountability. … 


[bookmark: NERC]North American Electric Reliability Corporation, Docket No. RD10-11-000, Letter Order (February 2, 2011)

FERC approved an interpretation of Reliability Standards CIP-001-1 — Cyber Security — Sabotage Reporting, Requirement R2.  The interpretation states that the term refers collectively to entities with whom the reporting party has responsibilities and/or obligations for the communication of physical or cyber security event information.  The interpretation provided examples but refrained from prescribing a list applicable to all entities.

North American Electric Reliability Corporation, Docket No. RD11-6-000, Letter Order (August 2, 2011)

FERC approved Reliability Standards CIP-001-2a with a regional variation.  Specifically, Texas Regional Entity (TRE) has included two additional Applicable Entities to Reliability Standard CIP-001.  Within TRE, Transmission Owners and Generator Owners will be listed with the other Applicable Entities of the Standard; Reliability Coordinators, Balancing Authorities, Transmission Operators, Generator Operators, and Load Serving Entities; and will have to comply with its Requirements.

NERC Guidance:

To ensure uniformity and consistency among the Regional Entities, NERC hereby provides guidance as follows:
	
1. The referenced Requirement does not require a registered entity to produce evidence of a two‑way 	communication with the FBI or RCMP officials, nor does it require a registered entity to demonstrate that it has a relationship with the FBI or RCMP officials.  Rather, the registered entity must produce 	evidence that it has correct and working contact information with the FBI or RCMP officials, and;
2.  The registered entity must produce internal procedures for its personnel to report certain events to 	the FBI or RCMP. While the measure suggests some types of evidence to support compliance, it 	does not require agreed upon procedures between the registered entity and the FBI or RCMP and 	allows for communication records.
	
The referenced Requirement does not specify the nature of the contact.
	
In accordance with the referenced Reliability Standard Requirement, the registered entity must provide to the Regional Entities evidence that its procedures contain correct and working contact information for the applicable local FBI or RCMP officials and such record evidence may include written notes, e‑mail, etc., indicating who within the organization identified this contact information and describing how the entity verified the contact information.
	
The referenced Requirement also specifies that the registered entity must have in place reporting procedures for sabotage events.  During an audit, the Regional Entities should verify that any contact information provided by the registered entity is valid and should determine whether the registered entity has developed the required reporting procedures for its personnel.  This verification can be done by testing the contact information or by checking published telephone listings via the internet or through other mechanisms.
	
The reporting procedures should address contacting local authorities, including the FBI and RCMP, as applicable.  If the registered entity claims that the FBI or RCMP has directed the registered entity to contact local authorities, such as the sheriff department, rather than the FBI or RCMP, the registered entity must provide written evidence documenting who directed it to do so, when and under what authority.
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